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Agenda

- ddev addons & best practice composer [Georg]
- ANBF Athleten- und Jurysystem [Philipp]
- Recap TYPO3Camp Vienna [all]
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TYPO3
Security Updates 13.4.12 & 12.4.31

- FrontendGroupRestriction only for last table in joins
- EXT:webhooks: SSRF

- Unverified Password Change for Backend Users => sudo
- Bypass MFA

- Privilege Escalation to System Maintainer




TYPO3
Security Updates |

Unrestricted File Upload

- new setting:
SGLOBALS['TYPO3 CONF VARS']['SYS']['miscfile ext']

- new Feature Flags

- security.system.enforceAllowedFileExtensions

- security.system.enforceFileExtensionMimeTypeConsistency
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TYPO3
TYPO3 CMS Product Strategy

by TYPO3 CMS Product Strategy Group

- Rachel Foucard
Lead - Responsible for Product Strategy, Governance & Operation

- Tymoteusz Motylewski
Colead - Responsible for Product Strategy, Research & Analysis

- Thomas Maroschik
TYPO3 Association Perspective

- Oliver Bartsch
TYPO3 Features Perspective

- Mathias Bolt Lesniak
Onboarding and Communication Perspective




High-Level Objectives and Strategic Goals

Strategic Goal 1 — Target Customer Groups: TYPO3’s focus for the upcoming years has
to be on the public sector and small to medium enterprises.

Strategic Goal 2 — Reducing Complexity: TYPO3 should offer a modern and consistent
user interface, self-explanatory workflows, and clear and unified best practices.
Strategic Goal 3 — Enabling Better Content: TYPO3 should efficiently integrate with
external tools, enhance content creation experience and in system management and
health monitoring.

Strategic Goal 4 — Improve Customer-Oriented Communication: Better backend user
experience through clear best practices and in-system support.

Strategic Goal 7 — Improve Interconnectivity: Expanding TYPO3's integration
capabilities and allow effortless connections with popular systems through user-
friendly integration processes.

Strategic Goal 8 — Give Customers High ROl Through Long-Term Support and Easy
Maintenance: By offering long-term support, straightforward maintenance and
updates, TYPO3 should promote updates and security, accessible and less costly.
Strategic Goal 9 — Support Customer and Agency Success: Clearly defined
communication and feedback channels as well as official and central marketing and
sales support assets.

Strategic Goal 10 — Improve Scalability: Use IT resources more efficiently. Scalability
and compatibility with diverse cloud, on-premise and shared-hosting environments to
optimize the operational efficiency.
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A lot of cleanup in
main + 13.4

Commits

- 13.4.12: 23
- 13.4.11:7

- 13.4.10: 141
- 13.4.9:114
- 13.4.8:14

TYPO3

Date # open issues # pending reviews
29.10.2024 2575 365
22.11.2024 2568 344
07.01.2025 2479 302
04.03.2025 2451 293
01.04.2025 2233 206
06.05.2025 2019 157




